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ABSTRACT 



A data communication system including a manager com- 
pmerX.capable_ofjransmitting^ files 
to be written to a stora ge area in the ROM of a network 
inter£ace_cpntroller (NIC) by TFTP-and transmission firm- 
ware~^esJo,be.writtea to_a_storage area in the ROM of a 
prin ter b y LPR Jasejd o^n whether th e fileswerc„ transmitted 
byJlVrFor_LPR.,th e„NIC d etermines whether to process 
them itself or direct them to the printer. Accordingly, such 
data can be rehably directed ac cording to the type of 
protocol used for transmission, without being assigned an 
identifier. 

11 Claims, 19 Drawing Sheets 
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DATA COMMUNICATION SYSTEM HAVE>JG a data transmitting device for transmitting, based on the 

AN INTERFACE DEVICE DETERMINING results of the detenninaUon, data to be processed by the 

WHETHER TRANSMITTED DATA TO BE interface device using a first communication protocol and 

LOCALLY PROCESSED OR TO BE data to be processed by the data reception device using a 

TRANSMITTED TO A RECEPTION DEVICE 5 second communication protocol different from the first 

FOR PROCESSING communication protocol. The interface device is provided 

with data processing means for processing data transmitted 
from the data transmission device by the first communica- 

BACKGROUND OF THE INVENTION tion protocol rather than transferring the data to the data 

10 reception device; and data transferring means for transfer- 

1. Field of the Invention ^^^^ ^^^^ reception device when the data is 
The present invention relates to a data communication transmitted from the data transmission device by the second 

system having a data reception device that receives at least communication protocol. 

a portion of data transmitted from a data transmission device ,^ ^ communication system of this constniction, the 

via an interface device. 15 determining means of the data transmission device deter- 

2. Description of the Prior Art mines whether data to be transmitted by the data commu- 
In the past, this type of data communication system nication device should be processed by the interface device 

employed a relatively simple component such as a buffer or or the data reception device. Based on the results of this 
the like as the interface device. However, in recent years determination, the data transmitting means of the data trans- 
manufacturers have given these interface devices a data 20 mission device transmits data to be processed by the inter- 
processing capability by providing them with microcomput- face device using the first communication protocol and data 
crs and the like. In this type of data commimication system, to be processed by the data reception device using the 
some data can be processed by only the interface device second communication protocol different, 
without the need to transmit that data to the data reception When data is transmitted from the data transmission 
device. Therefore, it is necessary to determine whether data 25 device using the first communication protocol, the data 
transmitted from the data transmission device should be processing means in the interface device processes the data 
processed by the interface device or by the data reception without sending it to the data reception device. When data is 
device. For example, when firmware or the like that is to be transmitted from the data transmission device using the 
written to a programmable ROM in the interface device is second communication protocol, the data transferring means 
transmitted from the data transmission device, it is necessary 30 transfers that data to the data reception device, 
to distinguish this data from other data in order to prevent Therefore, the interface device of the present invention 
the data from bemg mistakenly written to the programmable determines, based on the communicatioD protocol in asso- 
ROM m the data reception device, ^^^^^^^ data, whether to transfer the data received 
One proposal for achieving this objective is to assign an f^Qm data transmission device to the data reception 
identifier to data transmitted from the data transmission device or to process the data itself without transferring the 
device in order to indicate whether the data should be data to the data reception device. Hence, in the present 
processed by the interface device or processed by the data invention it is possible to determine whether data should be 
reception device. With this configuration, the interface processed by the interface device or by the data reception 
device references that identifier and determines by itself device without the need to assign additional data (for 
whether to transfer the data to the data reception device or example, identifiers) to the transmitted data for the purpose 
to process the data itself without transferring it to the data making this determination. Accordingly, the present 
reception device. However, the process for assigning an invention not only simplifies processing in the data trans- 
identifier with the data transmission device is relatively mission device and improves processing speed, but also 
troublesome and lowers the processing eflSciency of that simplifies the constniction of die data transmission device, 
device. thereby reducing production costs. 

SUMMARY OF THE INVENTION According to another aspect of the present invention, each 

of the interface device and data reception device is further 

In view of the foregoing, it is an object of the present provided with a programmable ROM that includes a rewrit- 

invention to provide a data communication system for able storage area: a CPU for executing processes based on 

determining whether data transmitted from the data trans- processing programs stored in the storage area; and a RAM 

mission device should be processed by the interface device for temporarily storing data necessary for such CPU pro- 

or by the data reception device without assigning an iden- cesses. Data transmitted using the first communication pro- 

lifier to the data. tocol and the second communication protocol include new 

It is another object of the present invention to provide an 5s processing programs to be written to the programmable 

interface device and storage medium for achieving this data ROM in either the interface device or the daU reception 

communication system. device. 

In order to attain these and other objects, the data com- By writing a new processing program to the program- 

munication system is provided with a data transmission mable ROM of the interface device and data reception 

device for transmitting data, an interface device for receiv- 60 device of the present invention, it is possible to improve the 

ing data transmitted from the data transmission device, and functions of both. However, if processing programs intended 

a data reception device for receiving via the interface device to be written to the programmable ROM of the interface 

at least a portion of the data transmitted from the data device are mistakenly written to the programmable ROM of 

transmission device. The data transmission device is pro- the data reception device, or processing programs intended 

vided with determining means for determining whether the 65 to be written to the programmable ROM of the data recep- 
transmitted data is data to be processed by the interface tion device are mistakenly written to the programmable 
device or data to be processed by the reception device; and ROM of the interface device, the respeaive devices will not 
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Operate properly and will binder proper functioning of tbe ring data to the data reception device when such data is 

entire communication system. received firom the communication line by the second com- 

To prevent this from happening in the present invention, munication protocol different from the first communicatioa 

new processing programs to be written to programmable protocol. 

ROM can be reliably directed according to the configuration 5 Iq other words, the interface device is provided with data 

described above. Accordingly, not only are the effects of the processing means and data transferring means. For this 

invention described more remarkable, but also we can see reason, the data communication system can be of a simple 

new effects, such as the capability to satisfactorily prevent construction, wherein the data reception device is connected 

the occurrence of mistaken operations in the interface device via the interface device to a communication line through 

and the data reception device. which data is transmitted from the data transmission device. 

According to another aspect of the present invention, the A communication system of this construction has the same 

data reception device is provided with an image forming effects as those described above. 

device for forming an image on a recording medium based According to further aspect of the present invention, a 

on image data received via the interface device. The second recording medium which stores computer programs for 

communication protocol is the same communication proto- controlling the data trananission device. The computer 

col used when transmitting image data to the data reception programs stored in the storage medium include a determin- 

device. ing program for determining whether the transmitted data is 

As a result, the data receiving device of the present data to be processed by the interface device or data to be 

invention is capable of forming an image on a recording processed by the data reception device; and a data transmit- 

medium according to the image forming device based on ting program for transmitting based on the results of deter- 

image data received via the interface device. Further, in the mination data to be processed by the interface device using 

present invention the second communication protocol is the a first communication protocol and data to be processed by 

same protocol used when the data reception device receives the data reception device using a second communication 

image data. For this reason, the interface device can direct protocol different from the first communication protocol, 

data by transferring data received using the second trans- BRIEF DESCRIPTION OF THE DRAWINGS 
mission to the data reception device, regardless of the type 

jj^j^ The above and other objects, features and advantages of 

Tlierefore, it is not only possible to simplify the process present invention wiU become more apparent from the 

and construction of the interface device and fiirther improve followmg description when taken m conjunction with the 
the processing speed, but also to reduce production costs. ^° accompanying drawings m which: 

According to another aspect of the present invention, FIG. 1 is a block diagram showing the construction of a 

when the data is a new processing program to be written to ^^^^ communication system according to the embodiment of 

programmable ROM in either the interface device or the Present mvenlion; 

data reception device, the data transmission device assigns 35 FIG. 2 is a flowchart showing an updating process per- 

a password to the new processing program before transmit- formed by a manager computer, 

ting the data. The interface device or data reception device FIG. 3 is a flowchart showing the continuation of the 

writes the new processing program to the associated pro- updating process; 

grammable ROM only when such a password has been piQ. 4 is a flowchart showing the continuation of the 
assigned to the data, ^ updating process; 

As a result, it is possible to sufficiently prevent data for an pjc. 5 is a flowchart showing the continuation of the 

undesirable processing program or data other than a pro- updating process; 

cessing program to be written to the programmable ROM as pj^ 6 is a flowchart showing a firmware transmitting 

a new processing program. Hence, it is possible to more process performed within the updating process; 

adequately prevent a processing program intended for ^5 j explanatory diagram showing the formal of 

another device to be mistakenly written to the ROM device, ^^^.^ ^^^^ returned from the printer; 

Accordingly, relkbility of the communication system can be ^ explanatory diagram showing an example of 

^further improved. ^ ^^^.^ ^^^^^ corresponding to the device data; 

According to another aspect of the pr^nt mvenuon, ^ ^ explanatory diagram showing the device list 

either the first commum^^UonFurotocol or the second com- 50 ^^^^ ^^^^ ^^^-^^ jjeen selected; 

mumcatioo protocol is either I'FlFor LPR and_thepassword . 1 * j- u • *u ^ • r.* 

, M i tl • -** • 1 fCrrr^u^riT^Jrn-t^^ fig. 10 is an explanatory diagram showing the device list 

descnbed above is written m p lace of the path name data tor . „!,- i ♦ u. 

thTtFi5i5i^ ion.source fil T ' Elected ' ' ' 

Accordingly, a more simpUfied data system can be f^g u is ^ i.^.t^ry diagram showing an ex^^^^ 

achieved by simply writing the password m place of the 55 Selected Model diabg box; 

pathname of the transmission source file. Therefore, in T.,!r^* , j- 1. • , r 

addition to the effects described above, it is possible to F G. 12 is an explanatory diagram showing an example of 

further simplify the construction of the communication * Filename Speafymg dialog box; 

system and increase reliabiUty. FIG- an explanatory diagram showing the format 

According to another asped of the present invention, the 60 ^ transmission firmware file; 

interface device is connected to a communication line and FIG- IX^) if an e xplanatory diagram showing the transfer 

transfers data received fix)m the communication Une to the parameter of TFTP used in the embodiment of the present 

data reception device. The interface device is further pro- invention; 

vided with data processing means for processing data FIG. 14 is an explanatory diagram showing an example of 
received from the communication line by the first commu- 6S a warning message; 

nication protocol without transferring that data to the data FIG. 15(a) is an explanatory diagram showing memory 

reception device; and data transferring means for transfer- areas in the printer dtuing the updating process; 
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FIG. lS(b) is an explanatory diagram showing a copying processed by the NIC 1 is transmitted by TFTP (Trivial File 

operation of rewrite program to a RAM; Transmission Protocol); data to be processed by the printer 

FIG. 15(c) is an explanatory diagram showing a rewriting 10 is transmitted by LPR (Une Printer Remote); and data 

operation of the memory areas in the printer; with which a specific processing device need not be ^a- 

fl u ^ u • A f 5 fied is transmitted by UDP (User Datagram Protocol). On 

FIG. 16 IS a flowchart showing the updating process .. * '>^«, JTu^-o tk» A.ti c.;^ 

- . , . ^ ^ ^ receiving data, the transceiver 2 demodulates the data sig- 

executed by ttie pnnter; ^^^p^^^ g controller 

FIG. 17 is a flowchart showing the updatmg process 3. Here, the LAN controller 3 controls data transmission and 

executed by the NIC; reception with the manager G via the network W. 

FIG. 18 is an explanatory diagram showing another ^j^^^ ^^^^ received by the NIC 1 has been transmitted 

format of the transmission firmware file; and ^^^^^ j^jp^ ^j^^ (.py 5 processes the data using information 

FIG. 19 is a flowchart showing another example of the stored in the ROM 6. At this time, the RAM 7 temporarily 

updating process executed by the printer. sioxQS information that can be read by the CPU 5 when 

DFTAn Fn DFSrRlPTION OF THE necessary for processing. Subsequently, the CPU 5 returns 

controller 3, transceiver 2, and network W. 

A data communication system according to a preferred When data received by the NIC 1 has been sent by LPR, 

embodiment of the present invention will be described while ^py 5 transfers this data to the printer 10 via the shared 

referring to the accompanying drawings. The embodiment memory 4 and connecting line 9. After writing data to the 

described below is a communication system that includes a 20 shared memory 4, the CPU 5 issues an interrupt to the CPU 

plurality of printers as terminal units and a plurality of ^ ^ia signal lines (not shown) causing the latter to process 

computers for using the plurality of printers to perform ^he data. Control programs that the CPU 5 requires to 

printing processes. In this embodiment, the present inven- perform this process are stored in advance in the ROM 6. 

tion is appUed to a data communication system for centraUy ^^^^ memory 4 is a memory used for temporarily 

executing the management of firmware and the like used to 25 ^^^^^ information that should be shared between the NIC 

control the prmters. ^ pji^jej. processing. 

First, the construction of the communication system S of ^j^^^ transferred from the NIC 1 to be processed in 

the present embodiment wiU be described with reference to ^^^^ ^^^^ example, data transmitted from the 

manager G using LPR) is input into the printer 10 via the 

As shown in FIG. 1, the communication system S connecting line 9, the CPU 11 processes this data using 

includes a manager G (manager computer) as a data trans- information stored in the ROM 12 after obtaining the data 

mission device; a network W such as a telephone line or a ^jj^ 5^ 14 Subsequently, the CPU 11 returns the results 

LAN; a plurality of NICs 1 (network interface controllers) as of the processing to the NIC 1 via the bus 14, connecting line 

interface devices; printers 10, 30, and 40 as the data recep- ^ shared memory 4. At this time, the RAM 13 is used 

tion devices; a plurality of computers 20 connected to the ^ temporarily store information that the CPU 11 requires for 

printer 10; an image scanner 70 connected in parallel to the processing. Control programs that the CPU 11 requires to 

printer 40; and a paper sorter 80 connected in series to the process this data are previously stored in the ROM 12. 

printer 40. Here, the printers 10, 30, and 40 are different ^^^^ receiving the processing results for data processed 

models from one another. 40 by the printer 10, the NIC 1 transfers these processing results 

The manager G is a personal computer well known in the without change to the manager G via the network W. 

art. The manager G includes a CPU 50, a ROM 51, and a \m^gc data and other data output from the computers 20 

RAM 52 and is connected to a keyboard 53, a CRT 54, and ^ printed on the printer 10 are introduced into the printer 

tbe like. XO via the input interface 16 and stored in the input buffer 

Each of the NIC 1 includes a transceiver 2, a LAN 13^ via the bus 14. This data is developed into print data and 

controller 3, a shared memory 4, a CPU 5, a ROM 6, a RAM temporarDy stored in the output buffer 13a. The data is then 

7, and a bus 8. The ROM 6 is configured with a program- output via the bus 14 and the output interface 15 to the 

mable ROM, such as flash ROM, and has a rewritable printing section 17, and a printing process based on this data 

storage area 6fl. The RAM 7 includes a terminal data area 7fl. is executed. When other data such as image data to be 

The printer 10 includes a CPU 11, a ROM 12, a RAM 13, 5Q printed is output to the printer 10 from another computer 

a bus 14, an output interface 15, an input interface 16, and (not shown), the data is introduced into the input buffer 136 

a printing section 17 for forming images on a recording of the printer 10 via the NIC 1 on the network W and is 

paper. The ROM 12 is configured with a programmable subsequently output as described above. The printer 10 

ROM, such as flash ROM, and has a rewritable storage area executes its normal print processes under control of the CPU 

12a, The RAM 13 includes an output buffer 13a and an input 55 11 and based on control programs stored in the ROM 12. 

buffer 136. The printer 10 is connected to the NIC 1 via a Although the printers 10, 30, and 40 included in the 

connecting line 9 connected to the bus 14 and is connected communication system S are each provided with a similar 

to each of the computers 20 via the input interface 16. NIC 1, the printers themselves are of different models. More 

Next, the general operations of the communication system specifically, device data described later that supports differ- 

S will be described with reference to FIG. 1. Although the 60 ences in the print mechanism and handling data for different 

following description will be given for processes executed models is stored in the ROM 12 of each printer. The device 

by the NIC 1 and the printer 10, the same operations are data is different for each printer. In addition, other printers 

executed between other NICs 1 and the printers 30 and 40. (not shown) are connected to the network W via NICs of 

The CPU 50 in the manager G generates data to be models different from the NIC 1. 

transmitted to either the printer 10 or the NIC 1 connected 65 As described above, the rewritable storage area 6a and 

to the printer 10 and transmits the data to the transceiver 2 rewritable storage area 12a of the ROM 6 and ROM 12 

of the NIC 1 via the network W. At this time, data to be respectively are configured to be rewritable. Hence, by 
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rewriting firmware and other processing programs stored in 
this portion of memory, it is possible to update the functions 
of the printer 10. 

Next, this updating process will be described. 

When a desired updating application program is started up 
in the manager G, the CPU 50 executes the updating process 
shown in FIGS. 2-6. As shown in FIG. 2, in SI the CPU 50 
transmits by UDP a broadcast packet requesting device data 
to all of the printers connected to the network W. In S3, a 
timer capable of timing at least 3 seconds is started. In S5, 
device data is received from each printer via the network W, 
and the received device data is displayed on the screen of the 
CRT 54. The process of S5 is then repealed until it is 
determined in S7 that 3 seconds have elapsed since the timer 
was started. When 3 seconds have elapsed ("yes" in S7), the 
process continues from Sll. 

When the printer 10 receives the broadcast packet, a 
routine (not shown) is initiated. In this routine, the printer 10 
acquires device data from the NIC 1 to which it is connected. 
This data includes the device name of the NIC 1, the 
firmware version of the NIC 1, and the like (NIC device 
name, NIC firmware version, etc.). Next, the printer 10 
generates a random number and waits for several millisec- 
onds based on that random number. Subsequently, the 
printer 10 returns the device data for the NIC 1 along with 
its own device class, device name, status, firmware version, 
and the like to the manager G. It is also possible for the 
printer 10 to acquire the device data for the NIC 1 when the 
printer 10 is powered on, for example, or to acquire device 
data for other printers and NICs connected to the network w 
and return such data as well. 

As a result, device data from each printer is returned to the 
manager G via the network W at staggered intervals accord- 
ing to the random numbers. The received device data is 
displayed in the CRT 54 by the manager G in the process of 
85. FIG. 7 is an explanatory diagram showing the format of 
a device data 100 returned from the printer 10, FIG. 8 is an 
explanatory diagram showing an example of a device list 
screen 200 for the CRT 54 that corresponds to this device 
data 100. 

As shown in FIG, 7, the device data 100 includes a list of 
device data for the printer 10 and the NIC 1. The device data 
for the printer 10 includes a device class 101 representing 
the type or class of the device, such as a laser printer or color 
printer; a device name 102 assigned to each device model; 
a status 103 expressing the state of the printer 10; and a 
printer version 104 indicating the version of the firmware. 
The device data for the NIC 1 includes a NIC device name 
105 and a NIC version 106. The device data 100 also 
includes an IP address 107 assigned to the printer 10. At the 
head of each of the device class 101, device name 102, status 
103, printer version 104, NIC device name 105, and NIC 
version 106 data is added a device class length 111, a device 
name length 112, a status length 113, a printer version length 
114, an NIC device name length 115, and an NIC version 
length 116, respectively, representing the lengths of each 
data. 

After receiving this device data 100, the CPU 50 displays 
in the process of S5 a device list 201, as shown in FIG. 8. 
The device Ust 201 is a list including values corresponding 
to the device class 101, device name 102, status 103, printer 
version 104, NIC device name 105, NIC version 106, and IP 
address 107 (device class, device name, device status, firm- 
ware version, NIC device name, NIC firmware version, and 
IP address) displayed to the right of icons corresponding to 
the device class 101. 
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In addition to a printer, a scanner is also listed in the 
device list 201 shown in FIG. 8. Both the printer and scanner 
are referred to as devices. The value corresponding to the 
printer version 104 of the device data 100 returned from the 
5 printer 10 is also displayed in the column under the device 
firmware version. In the following description, devices of 
the same time are supported by NICs of the same time. 

In the top portion of the device list 201 displayed in the 
device list screen 200 is a row of buttons, including a device 
jQ firmware update button 202 that is pressed in order to update 
the device version; an NIC firmware update button 203 that 
is pressed when updating the NIC version; a select all of 
same type button 204 that is pressed when selecting all 
devices of the same type as the object of the update; and an 
end button 205 that is pressed when quitting the updating 
process. Each device displayed in the device list 201 is a 
button that re^onds when the user clicks the icon with a 
mouse. 

After displaying this device list screen 200 in the process 
of S5, the CPU 50 executes a process beginning in Sll based 

20 on a button that the user clicks in the device list screen 200. 
That is, in Sll the CPU 50 determines whether a device 
displayed in the device list 201 has been clicked. If a device 
has not been chcked ("no** in Sll), the process Uransfers to 
S13, In S13, the CPU 50 determines whether the select all 

25 of same type button 204 has been pressed. If this button has 
not been pressed ("no" in S13), the process jumps to S15, In 
S15, the CPU 50 determines whether the device firmware 
update button 202 has been pressed in the same way. If the 
device firmware update button 202 has not been pressed 

30 C'no" in S15), the process jumps to S17. In S17, the CPU 50 
determines whether the NIC firmware update button 203 has 
been pressed. If the NIC firmware update button 203 has not 
been pressed ("no" in S17), then the process jumps to S19. 
In S19, the CPU 50 determines whether the end button 205 

35 has been pressed. If the end button 205 has not been pressed 
("no" in SI 9), then the process returns to Sll. In other 
words, after the device list screen 200 is displayed, the CPU 
50 processes the loop from S11-S19 in a wait state until one 
of the above operations is performed. 

40 Normally, when the device list screen 200 is displayed, 
the user selects a device to be updated. The first time a 
device in the device list screen 200 is clicked, the CPU 50 
recognizes the dick ("yes" in Sll), and the process jumps to 
S21. In S21, the CPU 50 determines whether the clicked 

45 device is a model different than models already selected. 
Since the device is the first to be selected, that is, no other 
devices have been selected yet ("no" in S21), the process 
jumps to S23. In S23, the display of the chcked device is 
highlighted. For example, if the laser printer displayed at the 

50 top of the device list 201 (device name: 1660, NIC device 
name: 2010) is clicked, the device list screen 200 will 
change as shown in FIG. 9. After the display is highlighted 
in S23, the process returns to the loop S11-S19. The 
highlighted device will be a target for updating in the 

55 updating process described later. 

Next, if the select all of same type button 204 has been 
pressed ("yes" in S13), the process continues at S25. In S25, 
all devices of the same type as the highUghted device are 
themselves highlighted, liie process then returns to the loop 

60 S11-S19. If the select all of same type button 204 is pressed 
and the device Ust screen 200 is in the state shown in FIG. 
9 with the laser printer at the top of the device list 201 
highlighted, then all laser printers of the same time as the 
highlighted laser printer will be highlighted, as shown in 

65 FIG. 10. Hence, it is possible to specify all devices of the 
same type for updating by pressing the select all of same 
type button 204. 
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It is also possible to specify devices individually as 
objects of updating for the updating process. When speci- 
fying just one device, the user clicks on the desired device, 
as described above. When specifying a plurality of devices 
individually, the user clicks on each of the devices. 

In the latter case, each time the user clicks on a device 
after chcking on a first device, the CPU 50 determines in S21 
whether the most recently clicked device is of a different 
model from the devices already highlighted. In the updating 
process to be described later, after a device has been selected 
the firmware is transmitted to that device to perform the 
updating process. In general, however, the types of models 
appropriate for a given firmware are limited. For this reason, 
when a plurality of devices of different models are selected, 
it is difBcult to determine the compatibility of the firmware 
or to perform the process corresponding to pressing the 
select all of same type button 204 described above. 
Therefore, if a device of a different model firom that already 
selected is cHcked ("yes" in S21), the process continues at 
S27, 

In S27, a change selected model dialog box 220 shown in 
FIG. 11 is opened and displayed over the top of the device 
list screen 200. As shown in FIG. 11, the change selected 
model dialog box 220 includes a message that reads "You 
have selected a model different from that already selected. 
Do you wish to make the new selection valid?" as well as a 
Yes button 221 and a No button 222, If the user presses the 
Yes button 221 0*ycs" in S29). then the previously selected 
device is unhighlighted in S31, and the newly selected 
device is highlighted in S23 described above. Processes in 
the loop S11-S19 are resumed. 

With the process described above, the previous selection 
is made invalid and only the newly selected device is made 
valid. However, if the user presses the No button 222 in the 
change selected model dialog box 220 ("no" in S29), no 
changes are made and the processes in the loop S11-S19 are 
resiuned. In this case, the previously selections remain valid, 
while the newly selected device is not made vaHd. When 
either the Yes button 221 or the No button 222 is pressed, the 
CPU 50 closes the change selected model dialog box 220 
and displays the device list screen 200 in its entirety. 

On the other hand, if the newly clicked device is of the 
same model as the device aheady selected ("no** in S21), the 
process jumps to S23 and the newly clidced device is 
highlighted along with the akeady selected devices. In this 
process, it is possible to select a plurality of devices of the 
same type displayed in the device list 201 for updating. 

After selecting the desired devices to be updated in the 
process described above, the user presses either the device 
firmware update button 202 or the NIC firmware update 
button 203. If the user presses the device firmware update 
button 202 ("yes" in S15), then in S33 the CPU 50 opens a 
specify filename dialog box 230, an example of which is 
shown io RG. 12, and displays the specify filename dialog 
box 230 over the top of the device list screen 200. As shown 
in FIG. 12, the specify filename dialog box 230 includes the 
model name of the selected device, as well as a filename 
input box 231, an OK button 232, and a reference button 
233. 

After opening the specify filename dialog box 230 in S33, 
the CPU 50 executes a filename input/selection process in 
S35. This process is repeated until the CPU 50 determines in 
S37 that the user has pressed the OK button 232. In the 
filename input/selection process of S35, the CPU 50 
executes the following series of processes. When the file- 
name for the firmware is input directly from the keyboard 
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53, that filename is displayed in the filename input box 231. 
When the user presses the reference button 233, a new 
dialog box (not shown) is opened to display a list of 
firmware stored in the ROM 51, a server, or other storage 

5 device connected and in communication with the manager 
G. The user selects a firmware in the list using the cursor 
keys and the like on the keyboard 53, and the filename of the 
selected firmware is displayed in the filename input box 231. 
Once the desired filename is displayed in the filename 

10 input box 231 according to the filename input/selection 
process of S35, the user presses the OK button 232. The 
CPU 50 recognizes that the user pressed the OK button 232 
and jumps to S39. In S39, the CPU 50 executes a firmware 
transmission process to be described later. The firmware of 

15 the filename that was input above is transmitted to the 
network W by LPR, that is, with the intention of being 
processed only by a device such as the printer 10. When the 
process of S39 is completed, the specify filename dialog box 
230 is closed, revealing the entire display of the device list 

20 screen 200. Hie processes of the loop S11-S19 are resumed. 
A similar process is performed when the user presses the 
NIC firmware update button 203. In this case, the CPU 50 
recognizes in S17 that the user has pressed the NIC firmware 
update button 203 ("yes" in SIT) and jumps to S43. In S43, 
a specify filename dialog box 230 approximately the same as 
the example shown in FIG. 12 is opened, and the CPU 
repeats the filename input/selection process of S45, approxi- 
mately the same as the process described above, until the 
user presses the OK button 232 in S47. However, the specify 
filename dialog box 230 displayed in S43 differs from the 
dialog box shown in FIG. 12 in that the NIC model name 
(2010 in the example above) is displayed as the model name. 
After the desired filename is displayed according to the 

^5 filename input/selection process of S45, the user presses the 
OK button 232. The CPU 50 determines that the user has 
pressed the OK button 232 in S47 and jumps to S49. In S49, 
the CPU 50 executes a firmware transmission process, 
transmitting to the network W firmware for the filename 

^ inputted above. The firmware is transmitted by TFTP, indi- 
cating that it is to be processed only by the NIC. After the 
process of S49 is completed, the specify filename dialog box 
230 is closed and the processes in the loop S11^19 are 
resumed. When the end button 205 is pressed during this 

^5 loop, the CPU ends the updating process. 

FIG. 6 is a flowchart showing the firmware transmission 
process. As shown in FIG. 6, the process begins in S51 by 
reading the device name from the transmission firmware file. 
For each firmware to be used in this updating process, a 

50 transmission firmware file 300, such as the example shown 
in FIG. 13(a), is created. As shown in the example of FIG. 
13(a), the transmission firmware file 300 is constructed of a 
device name 301 appropriate to that firmware; a ROM 
(ROM 12 of the printer 10 or ROM 6 of the NIC 1) address 

55 302 at which the firmware is stored; a firmware 303 that is 
the firmware process program; a rewrite program 304 for 
overwriting the rewritable storage area 6a or rewritable 
storage area 12a of the ROM 6 or ROM 12, respectively, 
which store this firmware 303; and a control program 305 for 

50 executing processes and the like for copying the rewrite 
program 304 described later. 

In S51, the device name 301 is read from the transmission 
firmware file 300 corresponding to the filename selected in 
either S35 or S45. In S53, the CPU 50 delects the total 

65 number of devices displayed in the device fist 201 and 
assigns that value to the variable N. In S55, a variable i is 
reset to 0. In S57, i is incremented by 1. In S59, the CPU 50 
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detennines whether the i-lh device in the device list 201 has incompatible device, which can result in incorrect opera- 
been selected and highlighted. If the i-lh device is high- tions or the occurrence of other error messages, 
lighted ("yes" in S59), the process jumps to S61. In S61, the Next, the process executed by the CPU 11 of the printer 
50 determines whether the device name of the i-th device lO will be described. 

displayed in the device list 201 matches the device name 301 5 ^ shown in the example of FIG. lS(a\ the rewritable 

of the firmware read in S51. storage area 12fl of the ROM 12 stores a firmware 403 that 

If the two device names match ("yes" in S61), then the IP is a small processing program for controlling the printing 

address for that device is read in S63 from the device list section 17 and the like; a rewrite program 404 for overwrit- 

201, and in S6S the transmission firmware file 300 is ing the contents of the rewritable storage area 12a, which 

transmitted to that IP address via the network W. As 10 stores the firmware 403 and the like; and a control program 

described above, in S65 the transmission firmware file 300 405 for processes such as copying the rewrite program 404 

having the firmware 303 to be written to the rewritable to the RAM 13. 

storage area 6a of the ROM 6 is transmitted by TFTP, while jhe CPU 11 executes the following processes based on 

the transmission firmware file 300 having a firmware 303 to the control program 405. FIG. 16 is a flowchart showing the 

be written to the rewritable storage area Ua of the ROM 12 is ^p^^^g process executed by the CPU 11 of the printer 10. 

is transmitted by LPR. As shown in FIG. 16, at the beginning of the process in S81, 

As is well known in the art, transfer parameters in TFTP the CPU 11 determines whether the transmission firmware 

include parameters representing Put or Get (transmit or file 300 has been received. If the transmission firmware file 

receive); an IP address for the destinations a pathname for 300 has not been received ("no" in S81), normal processes 

the source firmware file; and a pathname for the destination are executed in S83 and the CPU 11 returns to S81. In other 

firmware file. However, since in general the NIC 1 does not words, the printer 10 executes normal processes in S83 

have a filename system, the pathname for the destination based on the firmware 403 stored in the rewritable storage 

firmware file is of no use. In the present embodiment, area 12a and other rewritable process programs stored in the 

therefore, a password specific to the manager G is added in ROM 12 until the printer 10 receives the transmission 

place of this pathname, as shown in FIG. 13(b), The effects firmware file 300 from the manager G via the network W. 

of this password will be described later. The normal processes mentioned above include processes 

After transmitting the transmission firmware file 300, the well known in the art, such as driving the printing section 17, 

CPU jumps to S67 and determines whether i=N, that is, as well as returning the device data 100 in response to a 

whether processing for all devices is completed. If i«N("no" <^evice data request sent by the manager G in SI. A header 

in S67), the CPU 50 returns to S57 and increments i by 1. and the like (not shown) in the transmission firmware file 

The same process is then repeated for the next device. At this 300 includes instmction data for indicating that the data is 

time, if the i-th device is not highlighted ("no" in S59), the the transmission firmware file 300. By detecting this instruc- 

CPU jumps to S67 and again determines whether i=N. If i tion data, the CPU 11 can determine that firmware was 

docs not equal M (now in S67), the CPU 50 returns to S57 ^5 received in S81. 

and repeats the process for the next device. This is process When the printer 10 receives the transmission firmware 

is repeated until i=N, indicating that the processing has been file 300 ("yes" in S81), the process continues in S87. As 

completed for all devices. When the CPU determines that shown in the example of FIG. 15(6), the rewrite program 

i-N ("yes" in S67), the process is ended and the CPU returns 404 is copied into the RAM 13. Next, the processes in 

to the process of FIG. 5. ^ S91-S99 are executed as described below based on the 

In the process described above, it is possible to transmit rewrite program 404 copied to the RAM 13. As shown in the 
the transmission firmware file 300 having the firmware 303 example of FIG. 15(c), the data stored in the rewritable 
selected in either S35 or S45 for all devices (or NICs storage area 12a is overwritten and the process ends, 
connected to those devices) highlighted in the device list That is, in S91 data stored in the rewritable storage area 
201. However, if the CPU determines in S61 that the device 45 12a of the ROM 12 is deleted. In S93. data for the received 
name of the i-th device does not match the device name 301 transmission firmware file 300 (firmware 303, rewrite pro- 
of the firmware read in S51 ("no" in S61), then the CPU gram 304, and control program 305) is written to the 
jumps to S69. In S69, a warning message 240, such as the rewritable storage area 12a of the ROM 12. In S95, the CPU 
example shown in FIG. 14, is displayed over the top of the 11 determines whether the writing is completed. The process 
specify filename dialog box 230 still being displayed on the 50 of S93 is repeated as long as the writing is not completed 
screen. In this case, the CPU jumps to S67 without trans- ("no" in S95). When the writing is completed ("yes" in S95), 
mitting the transmission firmware file 300 in the processes the CPU U jumps to the process stored in the ROM 12 (for 
of S63 and S65. Accordingly, it is possible to adequately example, the process to reset the printer 10) and the process 
prevent the transmission of a transmission firmware file 300 is ended. At this time, the printer can execute normal 
not suitable for the firmware 303. 55 processes based on the firmware 303 newly stored in the 

In this way, it is possible to create a list in the device list rewritable storage area 12a and other rewritable process 

201 of the manager G indicating the devices to which the programs stored in the ROM 12. 

transmission firmware file 300 can be transmitted. Further, In this way. the printer 10 temporarily copies the rewrite 

when selecting devices as targets of the transmission firm- program 404 to the RAM 13 and subsequently overwrites 

ware file 300, the user can either select the devices indi- 60 the contents of the ROM 12 based on the rewrite program 

vidually or select all the devices of the same type. As a 404. Hence, it is possible to overwrite the entire contents of 

result, it is extremely easy to select devices to be updated, the ROM 12 at once using one rewrite program 404. 

thereby greatly improving productivity of the communica- Accordingly, it is possible to simplify the mechanical con- 

tion system S. Moreover, since the warning message 240 is slmction of the printer 10 and the constmction of the control 

displayed when the selected device does not match the 65 system and make effective use of the storage capacity of the 

firmware 303, it is possible to adequately prevent the trans- ROM 12. It is also possible to shorten the processing time 

mission firmware file 300 &om being transmitted to an needed for overwriting. Further, since the rewrite program 
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304 and control program 305 are stored in the ROM 12 in there is no need to add data such as an identifier to the 
the same way, it is possible to perform the above described transmission firmware file 300 to indicate the type of firm- 
overwrite process in the same way when another transmis- ware 303. As a result, it is possible to simplify the trans- 
sion firmware file is received by the printer 10. mission process and construction of the device and to reduce 
When the CPU 11 receives the transmission firmware file 5 production costs, as well as to improve the processing speed, 
300 ("yes" in S81), the processes S87-S95 are automatically manager G transmits a transmission firmware file 300 
executed to overwrite the rewritable storage area 12a. When ^ ^ transferred to the printer 10 using the weU-known LPR 
the writing is completed ("yes" m S95), the CPU can be ^^^^^oL which is the protocol used to transmit image data 
automatically instructed to perform normal processes based . ^ , ^^^^ p^^ ^^^^^ ^ 
on the ROM 12. Hence it is extremely easy to overwnte ^e ^^^^^ ^^^^^^^ ^^^^ ^ transferring all data determined 
rewritable storage area 12« and it is possible to very quicldy ^ ^^e NIC 1 to be sent by LPR, regardless of the type of 
return to normal control following the overwnte process. As \u • * ia a a- 1 -f ^oo*ki^ *^ c;«^r^l;Pw 

a resuh. operability of the printeF 10 is improved consider- <^^'^^ P^"^*" ^^^t^^k^r?? ft th 

u\ theprocessandconstructionof the NIC 1, to further improve 

/' J -1. J L c * the process speed of the NIC 1, and also to improve 

Id the same manner as descnbcd above, firmware, rewrite ^ ^ roduction co^ 
programs, and control programs are stored in the rewritable ^ ^-.vt,^^- l-j 
storage area 6a of the ROM 6. The contents of the ROM 6 Since overwntmg the ROM 6 m the NIC 1 is authorized 
can be overwritten entirely by the same process described oiAy when the password attached to the transmission firm- 
above. Moreover, it is possible to automatically begin writ- ware file 300 is appropriate, it is possible to reasonably 
ing and return to normal processes in the same way „ prevent data other than firmware or programs transmitted by 
described above. However, processes performed in the NIC the manager G and firmware and the hke addressed to the 
1 differ from those described above in that the transmission printer 10 from being written to the ROM 6. In particular, if 
firmware file 300 is direaed according to whether the inappropriate firmware is received from another computer 
transmission firmware file 300 was transmitted by TFTP or and written to the ROM 6 of the NIC 1, it is possible that all 
by LPR transmission and reception with the manager G will be 

HG. 17 is a flowchart showing an updating process ^^^^ered impossible. A system according to the present 
executed by the CPU 5 in the NIC 1. As shown in FIG. 17, embodmient, however, can adequately prevent this situaUon 
the updating process is approximately the same as the occurrmg. Moreover, since the embodmient of the 
proce^shown in FIG. 16, differing only in that the process P^^ent mventiori can achieve these effects m a siinple data 
of FIG. 17 has additional processes between S81 and S87 30 system that merely attaches a password m place of the 
described here. TTiat is, when the CPU 5 determines in S81 Pathnarne, the present mvention can simphfy the construe- 
that the transmission firmware file 300 has been received, tion of the commumcation system and mcrease its rehability. 
then in S84 the CPU 5 determines whether the transmission lo the embodiment dcscnbed above, the NIC 1 and the 
firmware file 300 was sent by TFTP. If the transmission printer 10 in the communication system S are capable of 
firmware file 300 was sent by TFTP ("x^lin-S84), then the 35 overwriting the contents of the ROM 6 or ROM 12 in one 
CPU 5 determines in S85 whether the password added to the step according to a single rewrite program. As a result, it is 
transmission firmware file 300 is appropriate, that is, possible to simphfy the mechanical construction of the 
whether the password is specific to the manager G. If the device and the construction of the control system and to 
transmission firmware file 300 was transmitted by TFTP effectively utilize the storage capacities of the ROM 6 and 
("yes" in S84) and an appropriate password has been added ^ ROM 12, as well as to reduce the processmg time needed for 
in place of the pathname in the transfer parameters ("yes" in overwriting. Moreover, the device fist screen 200 provides 
S85), then the processes beginning in S87 are executed to an extremely easy method of selecting a processmg device 
overwrite the contents of the ROM 6, as described above. to be overwritten. In addition, it is possible to reUably durect 

However, if the trananission firmware file 300 was trans- the transmission firmware file 300 to transmitted to the NIC 

mitted by another protocol such as LPR ("no" in S84), then 45 1 or the prmter 10. 

the transmission firmware file 300 is transferred to the In the embodiment described above, the NIC 1 and prmter 

printer 10 in S86 without change. In the processes in the loop 10 are described as being connected in a one-to-one rela- 

of S81 and S83 are resumed until another transmission tionship. However, as shovra in FIG. 1, the printer 40 and the 

firmware file 300 is received. Further, if the password added image scanner 70, for example, can be connected in parallel 

to the transmission firmware file 300 is not appropriate ("no" 50 to the NIC 1. Further, it is possible to connect the intelligent 

in S85), then the CPU 5 returns to the processes in the loop (having its ovra CPU) paper sorter 80 to the printer 40. In 

of S81 and S83 and discards the transmission firmware file this case, the printer 40 acquires the device data from both 

300 received in S81. the paper sorter 80 and the NIC 1. The data is attached to the 

As described in reference to S65 shown in FIG. 6, the <ievice data 100 shown in FIG. 7 and reUimed to the manager 

manager G transmits a transmission firmware file 300 to be 5s ^* 

overwritten to the rewritable storage area 6a of the ROM 6 While the invention has been described in detail with 

using TFTP and a transmission firmware file 300 to be reference to specific embodiments thereof, it would be 

overwritten to the rewritable storage area 12^ of the ROM apparent to those skilled in the art that many modifications 

12 using LPR. Therefore, the transmission firmware file 300 and variations may be made therein without departii^ from 

can be directed in the NIC 1 based on whether the trans- so the spirit of the invention, the scope of which is defined by 

mission firmware file 300 was transmitted by TFTP or by the attached claims. 

LPR. The transmission firmware file 300 transferred to the For example, in the embodiment described above, the 
printer 10 is overwritten to the rev^rritable storage area 12a check performed on the password in S85 is performed only 
according to the processes of FIG. 16 described above, in the updating process of the NIC 1. However, this pass- 
achieving the following effects. 65 word checking process can also be performed in the updat- 
Since the protocol is used to determine whether the ing process of the printer 10 and the like. As shown in FIG. 
firmware 303 should be written to the NIC 1 or to a device, 18, this process can be executed by inserting a password 
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between the various data of the transmission firmware file data processing means for processing the data without 

300 (device name 301, ROM address 302, firmware 303, transferring the data to the data reception device if 

rewrite program 304, and control program 305) and a header judged the data is transmitted in the first communi- 

310 of the transmission firmware file 300 (not shown in FIG. cation protocol; and 

13(fl)). Further, as shown in FIG. 19, the process of S85 5 data transferring means for transferring the data to the 
described in FIG. 17 for determining whether the password data reception device if judged the data is transmitted 
is appropriate is inserted between S81 and S87 of FIG. 16. in the second communication protocol. 
This configuration enables the printer 10 and the like to 2. The data communication system according to claim 1, 
sufficiently prevent data other than firmware or programs wherein said interface device comprises a first program- 
sent from the manager G from being written to the ROM 12. 1° mable ROM having a rewritable storage area; a first CPU 
In addition, this password can be incorporated in the header that executes processes based on processing programs stored 
310 or in the other data 301-305. in the rewritable storage area; and a first RAM that tempo- 
Hie storage medium for storing the above described rarily stores data necessary for said first CPU to execute the 
determiningirocesses, data transmilion processes, and the Processes, said data recepuon ^^^^^^^^^^J ^j^^ 
like can be of other forms than the ROM and RAM com- P^^S^.^^^Lf/^^^^^ ^ TL Z II^^^^^ 
poncnts described, providing the storage medium can be ^ond CPU tto executes processes based on processing 
read by the manager G. For example, the storage medium V^ogr^^s stored m the rewntablc storage area of said second 
can be a CD-ROM, floppy disk, or the like; a program programmable ROM; and a ^ond RAM hat temporarily 
cartridge and the lik; that can be inserted in a card slot; or stores data nece^ary for said second CPU to execute the 
a file ^rver connected to the Internet. P«>°^^ data transmitted using the first commu- 

nication protocol mcludes new processmg programs to be 
The present invention is not limited to a data communi- vmtten to the rewritable storage area of said first program- 
cation system centering on an image forming device such as mable ROM and data transmitted using the second commu- 
the printer 10, but can also apply to other types of commu- nication protocol includes now processing programs to be 
nication systems, including a communication karaoke sys- 25 ^vritten to the rewritable storage area of said second pro- 
tem and the like The present invention can also be applied grammable ROM. 

to a simple data communication system, such as a single 3 -j^^ j^ta communication system according to claim 2, 

personal computer connected to a single printer via an NIC. wherein said data reception device comprises an image 

In this type of data communication system, data can be forming device that forms an image on a recording medium 

directed as described above. based on image data received via said interface device. 

What is claimed is: wherein the second communication protocol is used for 

1. A data communication system, comprising: transmitting the image data to said data reception device. 

. . J . , , J * 4. The data communication system according to claim 2, 
a data transmission device that transmits data; ^^^^ transmission device assigns a password to 
an interface device that receives the data from the data 35 processing programs when transmitting the new 
transmission device; and processing programs using the first communication protocol, 
a data reception device that receives via the interface and wherein said interface device writes the new processing 
device at least a portion of the data from the data programs to the rewritable storage area of said first pro- 
transmission device, grammable ROM only when the password has been assigned 
wherein the data transmission device further comprises: to the new processing program. 

determining means for determining the data to be 5. The data communication system acc ording to claim 4, 

transmitted by the data transmission device is first wherein trivial file transmission protocol (TFTP) is used as 

data to be processed by said interface device or the first communication protocol. 

second data to be processed by the data reception 6. The data communication system according to claim 2, 

device; wherein said data transmission device assigns a password to 

designating'means for designating a fiist communication the new processing programs when transmitting the new 

protocol for the daU to be transmitted by the data processing programs using the second commumcation 

transmission device when the data is the first data, and protocol. wherein said data reception device wntes the 

for designating a second communication protocol dif- new processmg programs to JJe rewnteble storage area of 

ferent from the first communication protocol for the said second programmable ROM only when the password 

data to be transmitted by the data transmission device has been assigned to the new processing program, 

when the data is the second data; and 7. The data commumcation sj^tem accordmg to damn 6 

, , .... ..... .u c . wherein line printer remote (LPR) is used as the second 

transmitlmg means for trans.nitt.ng Uie data in the fire^ communication protocol, 
communication protocol .f designated the data is to be 55 ^ ^ .^^^^^^^ ^ connected to a communication Une 
transm ttedintheflrstcominunicationprotocol,andfor ^ .^^ ^ comprising: 
transmittmg the data in the second commumcation . . ^ . . T . c 
protocol if designated the data is to be transmitted in the data receiving means for receivmg data transmitted from 
second communication protocol; communication Ime; 
wherein the interface device further comprises: 60 Pfo<°eol judging means for judging the data reoMved by 
data receiving means for receiving the data transmitted the data receiving means is transmitted m a first com- 
from the data transmission device; munication protocol or a second communicaUon pro- 
protocol judging means for judging that the data tocol different from the first communicaUon protocol; 
received by the data receiving means is the first data data processing means for processing the data without 
transmitted in the first communication protocol or 65 transferring the data to the data reception device if 
the second data transmitted in the second commu- judged the data is transmitted in the first communica- 
nication protocol; tion protocol; and 
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data iransferring means for transferring the data to the 
data reception device if judged the data is transmitted 
in the second commimication protocol. 

9. The interface device according to claim 8, wherein said 
data processing means comprises a programmable ROM 
having a rewritable storage area; a CPU that executes 
processes based on processing programs stored in the rewrit- 
able storage area; and a RAM that temporarily stores data 
necessary for said CPU to execute the processes, wherein 
data transmitted using the first communication protocol 
includes new processing programs to be written to the 
rewritable storage area of said programmable ROM. 
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10. The interface device according to claim 9, wherein the 
new processing programs received from the communication 
line by the first communication protocol include a password, 
and the new processing programs are written to the rewrit- 
able storage area of said programmable ROM only when the 
password is included in the new processing program. 

11. The interface device data according to claim 8, 
wherein trivial file transmission protocol (TFTP) is used as 
the first communication protocol. 
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